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Asset Owner : TWBU
Priority: Low
Description:

Start Time: 2025-11-06 172524 TST

End Time: 2025-11-06 17:26:24 TST

Rule Name: windows_bruteforce_attempt_detected
Rule Description: This event is logged for 15 logon failures over a minute
Priority: Low

Risk Score: 20

Log Type: WINEVTLOG

Event Type: USER_LOGIN

Vendor Name: Microsoft

Product Name: Microsoft-Windows-Security-Auditing
Product Event Type: 4625

Product Log ID: 1414729324

Opcode: 0

Channel: Security

Device: TAHOAD tahoho.com. tw

Principal IP: 192.168.4.249

Principal Fort: 53656

Principal Hostname: TAHOAD tahoho.com. tw
Principal Windows SID: 5-1-0-0

Principal Subject Logon I1D: 0x0

Principal Process PID: 0x=0

Target Administrative Domain: TAHOERFP

Target User D Administrator

Target Windows SID: 5-1-0-0

Target Process File Full Fath: NiLmSzsp

Mitre Tactic: Credential Access

Mitre Technigue: Brute Force: Password Guessing
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