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Asset Owner : TWBU
Priority: Medium
Description:
Start Time: 2025-11-07 09:49:01 TST

End Time: 2025-11-07 09:49:01 TST
Rule Name: possbile_kerberoasfing_detected

Rule Description: This rule detects TGS requests with RC4 for accounts with SPN =et on the KDC. Due to the weak and unsalted nature of RC4, an

attacker can brute force the accoount password offline and compromise it.
Priority: Medium

Log Type: WINEVTLOG

Event Type: USER_UNCATEGORIZED

Vendor Name: Microsoft

Product Name: Microsoft-Windows-Security-Auditing

Product Event Type: 4769

Product Log ID: 1417188572

Opcode: 0

Channel: Security

Device: TAHOAD tahoho.com.tw

Principal IP: 192.168.4.49

Principal Port; 42186

Principal Hostname: TAHOAD tahoho.com.tw

Principal Process PID: 872

Target Administrafive Domain: TAHOHO.COM. TW

Target User IDr 950491

Target Windows SID: S-1-5-21-845223939-707 100287-312552118-20227
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