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Asset Owner : TWBU
Priority: Medium
Description:

Start Time: 2025-11-07 09:21:00 TST

End Time: 2025-11-07 08:51:00 TST

Rule Name: Windows_TGS_Requests_without_Preceding_TGT_Requests
Rule Description: This rule aims fo identify potential anomalies or security issues where a TGS request appears without the corresponding TGT request,
which could indicate unauthorized or unusual behavior.

Priority: Medium

Rigk Score: 20

Log Type: WINEVTLOG

Event Type: USER_UNCATEGORIZED

Vendor Name: Microsoft

Product Name: Microsoft-Windows-Security-Auditing

Product Event Type: 4769

Product Log ID: 1417186030

Opcode: 0

Channel: Security

Device: TAHOAD. tahoho.com.tw

Principal IP: 192.168.4.49

Principal Port: 49188

Principal Hostname: TAHOAD tahoho.com.tw

Principal Process PID: 872

Target Administrative Domain: TAHOHO.COM.TW

Target User |Dx lochengta.admin

Target Windows SID: 5-1-5-21-8452239359-707 100287-312552118-20227
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