02000000 nobO-00 #1129

INCGC-14139]-Medium-Windows Admin Account Logon To Multiple Servers Within 1 Hour

2025-11-1310:14-00 O

gd: Closed-00 O good: 2025-11-13
oo0o: Normal oooo:

googd: ggo goodd: 100%
ono: good: 00000
ggd

oo

#1-2025-11-2818:31-00 O

-0 0O clipboard-202511281830-ce0j3.png 0 O O
-00 0 New-OO 00O Resolved-0O0 O
-0o0oooooobooag
-000O0ooooQgonO 100

Asset Owner : TWBU
Priority: Medium
Description:

Start Time: 2025-11-12 13:24:00 TST
End Time: 2025-11-12 14:24:00 TST

Rule Mame: Windows_Admin_Account_Logon_To Multiple _Servers_withim_1_hour
Rule Descripion: This use case detects Admin account logon to more than 5 Servers in less than 1 hour

Priority: Medium

Log Type: WINEVTLOG

Event Type: USER_LOGIN

Vendor Name: Microsoft

Product Name: Microsoft-Windows-Security-Auditing
Product Event Type: 4624

Product Log ID: 88149947

Opcode: 0

Channel. Security

Device: TahoSales.tahoho.com.iw

Device Action: ALLOW

Principal IF: 192.168.4.101

Principal Hostname: TahoSales tahoho com tw
Principal Administrative Domain: TAHOHO
Principal User ID: TAHOSALESS

Principal Windows SID: S-1-5-18

Principal Subject Logon 1D: 0x3e7

Principal Process PID: Oxafc

Target Administrative Domain: TAHOHO
Target User |D: lochengta.admin

Target Windows SID: 5-1-5-21-1350993402-1745725349-3412450649-1185
Target Process File Full Path: User32
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