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INCGC-13930-Windows Bruteforce Attempt Detected
2025-11-10 17:46 - Joy Liao

oo: Resolved-O O oooo:

oo0o: Normal oooo:

oooo: ooo ooooo: 100%
ono: good: 00000
oo:

oo

ggd

#1-2025-11-2815:48-00 O

-0 0 clipboard-202511281537-0hyxw.png O O O
-goobbboooobobogoog

-00 O New-OO 000 Resolved-0 0O
-00o0ooooOo 100

Details 2025-11-03 16:43

Priority
Low

Description

Start Time: 2025-11-03 18:15:12 TST

End Time: 2025-11-03 16:16:12 TST

Rule Name: windows_bruteforce_attempt_detected
Rule Description: This event is logged for 15 logon failures over a minute
Priority: Low

Risk Score: 20

Log Type: WINEVTLOG

Event Type: USER_LOGIN

Vendor Name: Microsoft

Product Mame: Microsoft-Windows-5Security-Auditing
Product Event Type: 4625

Product Log ID: 67736120

Opcode: 0

Channel: Security

Device: TahoSales.tahoho.com.tw

Principal IP: 10.10.150.14

Principal Port: 80760

Principal Hostname: TahoSales.tahoho.com.tw
Principal Windows SID: 5-1-0-0

Principal Subject Logon 1D: OxQ

Principal Process PID: 0x0

Target Administrative Domain: RPABOOT

Target User ID: itservice

Target Windows SID: 5-1-0-0

Target Process File Full Path: NtLmSsp

Mitre Tactic: Credential Access

Mitre Technique: Brute Force: Password Guessing

IT Group
TWEU
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