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Description:

Start Time: 2025-10-27 10:11:00 TST
End Time: 2025-10-27 10:21:00 TST
Customer Name: Veolia

Rule Name: Outbound Communication Detected To Malicious Domain_Detected On_Firewall
Rule Description: Rule to check for any traffic is outgoin to any malicious/suspicious domain

Priority: Medium
Risk Score: 20
Log Type: FORTINET_FIREWALL

Event Type: NETWORK_CONNECTION
Description: Network Service: S5L_TLSv1.2

Vendor Name: Fortinet

Product Name: Fortigate

Product Event Type: utm - app-ctrl
Product Log ID: 1059028704
Device: TAHO_DAFA

Device Action: pass

Principal IP: 192.168.7 3

Principal Port: 50957

Principal Hostname: dafawks01
Principal Administrative Domain: root
Target IP: 134.70.80.3

Target Port: 443

Target Country/Region: Japan
Target ASN: 31898

Target Metwork Carrier Name: oracle corporation
Target Organization Mame: oracle public cloud
Target Hostname: objectstorage ap-tokyo-1.oraclecloud.com

Mitre Tactic: Defense Evasion, Persistence, Command and Control
Mitre Technigue: Traffic Signaling: Port Knocking
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