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Asset Owner : TWBU
Priority: Low
Description:
Start Time: 2025-10-08 10:44:40 TST

End Time: 2025-10-08 10:44:40 TST
Rule Name: windows_domain_policy_changed

Rule Descripion: This computer's Security Settings i.e Account Policy or Account Lockout Policy policy was modified - either via Local Security

Folicy or Group Paolicy in Active Directory
Priarity: Low

Rigk Score: 50

Log Type: WINEVTLOG

Event Type: SETTING_MODIFICATION

Vendor Mame: Microsoft

Product Mame: Microsoft-Windows-Security-Auditing
Product Event Type: 4739

Product Log ID: 156943623

Opcode: 0

Channel: Security

Device: TAHOSMHE. tahoho.com. tw

Principal Hostname: TAHOSMHR tahoho com. tw
Principal Administrative Domain; TAHOHO
Principal User ID: TAHOSMHRS

Principal Windows SID: 5-1-5-18

Principal Subject Logon 1D: 0x3eT

Principal Process PID: 1000

Target Administrative Domain: TAHOSMHR
Target Windows SID: 5-1-5-21-2053097062-3406592099-384 1957300
Mitre Tactic: Defense Evasion

Mitre Technique: Indicator Removal
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