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Asset Owner : TWBU
Priority: Medium
Description:

Start Time: 2025-08-28 15:22:00 TST

End Time: 2025-08-28 15:32:00 TST

Rule Name: Windows_Brute_Force_Aftempt_Detected_Logon_Type_3
Rule Description: Logon Type 3 Bruteforce

Rigk Score: 80

Log Type: WINEVTLOG

Event Type: USER_LOGIN

Vendor Name: Microsoft

Product Mame: Microsoft-Windows-Security-Auditing
Product Event Type: 4625

Product Log ID: 162191986

Opcode: 0

Channel: Security

Device: AzureFlexSEV tahoho.com tw

Principal Hostname: AzureFlexSRV.tahoho. com. fw
Principal Windows SI1D: S-1-0-0

Principal Subject Logon 1D: 0x0

Principal Process PID: 0x0

Target Administrative Domain: TAHOHO

Target User ID: 870742

Target Windows SID: 5-1-0-0

Target Process File Full Path: NiLmSsp
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