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Asset Owner : TWBU
Priority: Low
Description:
Start Time: 2025-08-01 09:06-:00 TST

End Time: 2025-08-01 10:06:00 TST
Rule Name: windows_user_account_enabled

Rule Description: This event is always logged after event 4720 - user account creafion. This event is logged both

for local SAM accounts and domain accounts.
Priority. Low

Risk Score: 20

Log Type: WINEVTLOG

Event Type: USER_CHAMGE_PERMISSIONS
Vendor Name: Microsoft

Product Name: Microsoft-Windows-Security-Auditing
Product Event Type: 4722

Product Log 1D: 1047743497

Opcode: 0

Channel: Security

Device: TAHOAD tahoho.com.tw

Device Action: ALLOW

Principal Hostname: TAHOAD tahoho com. tw
Principal Administrative Domain: TAHOHO

Principal User ID: b10005

Principal Windows SI1D: S-1-5-21-845223939-707100287-312552118-15112
Frincipal Subject Logon ID: 0x1a977cib6

Frincipal Process PID: 856

Target Administrative Domain: TAHOHO

Target User ID: B10005.admin

Target Windows SID: S-1-5-21-845223939-707100287-312552118-20352
Mitre Tactic: Persistence

Mitre Technigue: Account Manipulation
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