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Asset Owner : TWBU
Priority: Low
Description:

Start Time: 2025-08-01 10:17:12 TST

End Time: 2025-08-01 101712 TST

Rule Name: windows_user_removed_from_privileged_security_group

Rule Description: In Active Directory Users and Computers Security Enabled groups are simply referred to as
Security groups. AD has 2 types of groups: Secunty and Distribution. Distribution (security disabled) groups are
for distribution lists in Exchange and cannot be assigned permissions or rights. Securty (security enabled)
groups can be used for permissions, rights and as distribution lists. Global means the group can be granted
access in any trusting domain but may only have members from its own domain.

Priority: Low

Risk Score: 50

Log Type: WINEVTLOG

Event Type: GROUP_MODIFICATION

Vendor Name: Microsoft

Product Name: Microsoft-Windows-Security-Auditing

Product Event Type: 4729

Product Log ID: 1047857316

Opcode: 0

Channel. Security

Device: TAHOAD tahoho.com. tw

Principal Hostname: TAHOAD tahoho.com.tw

Principal Administrative Domain: TAHOHO

Principal User ID: b10005

Principal Windows SI1D: S-1-5-21-845223030-707100287-312552118-15112

Principal Process PID: 856

Target Administrative Domain: TAHOHO

Target Windows SID: 5-1-5-21-8452239359-707 100287-312552118-15112

Target Group Display Name: Domain Admins

Mitre Tactic: Privilege Escalation

Mitre Technigue: Account Manipulation
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