010000 -0000 #1076
0000 #1064 (New-0 O ): 2025-PenTest

SMB version 1 in use on Domain Controller
2025-11-10 13:30 - Joy Liao

go: Resolved-O0 O gooo: 2025-08-01
goo: Normal oooo: 2025-12-31
gooo: ao o goooo: 100%
go: oooo: o000
go: gooo: o000
oo

N "4.7.2

KB2696547

"SMB version 1 in use on Domain Controller

" Microsoft recommends that users discontinue the use of SMBv1. SMBv1 lacks security features that were included in later SMB versions.
There are known attacks with public exploitation code that abuse this legacy protocol. SMBvV1 can be disabled by following the vendor
instructions provided in Microsoft KB2696547
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PS C:\Windows\system32> Get-WindowsOptionalFeature -Online -FeatureName SMBlProtocol

Feature Name : SMBlProtocol

Display Name : SMB 1.0/CIFS

Description : SMB 1.0/CIFS ; | BEEE | i

Restart Required : Possible

State : Disabled

Custom Properties :
serverComponent\Description : sMB 1.0/CIFS ==
serverComponent\DisplayName : SMB 1.0/CIFS = 3= 5
serverComponent\Id : 487
ServerComponent\Type :
serverComponentiUniqueName :
ServerComponent\Deploys\Update\ : SMBlProtocol
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