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"4.7.3

CWE-16

CWE-284

" "SMB NULL Session Authentication allowed on Domain Controllers

The SMB service on domain controllers allows users to authenticate using a NULL session, meaning that no user credentials need to be supplied to
the server.

"An attacker may be able to read, delete or modify important data, and depending on the configuration, it could be possible to list information
about the domain such as users and groups.

" "Disallow the possibility to authenticate to the SMB server using NULL sessions, if this is not possible, do not store sensitive data in public
shares.

" "Status: Open
CVSS-Score: 6.5
CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Fix Difficulty: Quick Win

oo

#1 - 2025-11-10 13:34 - Joy Liao

-0000 000 2025-12-31
-0oooboobooog

-0000 O 2025-11-10 0 O O 2025-08-01

#2-2025-11-2717:12-00 O

-0 0 clipboard-202511271712-72kpp.png 0 O O
-00 O New-OO 00O Resolved-0 O
-gboobo0ooognoo 100

1.000000 (@GPO)OO NULLODODOO
2000 00000

2026-01-25 172




b [ AD20000 ~||SMB NULL Session
b 5] A030000 EREEREE
b 5] AD4D100
p &1 A0S0100 SMB NULL Session
I [E1 ADBOODO EHE: 2025/11/27 T4 05:08:55
b (2] Aruba YKWifi Security ERFSET (CEA)
¢ [ BO10100
p 2] CO102B0
4 |2 Domain Cantrollers
i/ EDR-Deployment EEHEE
52/ SMB NULL Session || FEEEEEE
B E] Server e
i (2] Malware Prevention
I- [21 Microsoft Exchange Security Groups R =
b [Z] Research ERTR: T saM ESTIEENESIE (=]
b 5] Server EETR BIESEREEsEAER (=]
b & Service ERERE CHE
B 2] TAHO Servers
p 2] tahoad EREREEE-
B 2] TAHOTEC =
p [21 ULPU
. L= 1
oo
clipboard-202511271712-72kpp.png 49.3 KB 2025-11-27 ooo

2026-01-25 2/2


http://www.tcpdf.org

