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概述

bookmark20250527015003600759977664    "Sensitive Data Stored in Domain Controller’s Network Shares

"    "Storing sensitive data in a Domain Controller’s network shares increases the risk of credential theft and privilege escalation, as attackers who
compromise the DC can access critical files, leading to lateral movement or full domain compromise. Additionally, misconfigured share
permissions may expose sensitive data to unauthorized users, violating compliance and enabling data breaches.�

"    "Remove sensitive data from DC network shares if it’s not required for operational purposes.

Restrict access to DC network shares to the principle of least privilege. "

歷史
#1 - 2025-11-10 13:34 - Joy Liao

- 完成日期 設定為 2025-12-31

- 被分派者 設定為 益利 周

- 開始日期 從 2025-11-10 變更為 2025-08-01

#2 - 2025-11-27 16:44 - 益利 周

- 狀態 從 New-新增 變更為 Resolved-解决

- 完成百分比 從 0 變更為 100

1.刪除無需授權認證資料夾.
2.分享資料夾 均需相關權限 方能存取.
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