2 Acunetix

.........

Developer
Report

Acunetix Security Audit

2023-08-21

Generated by Acunetix



Scan of crm.tahoho.com.tw

Scan details

Scan information
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Start url
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Scan time
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Threat level

Acunetix Threat Level 3

One or more high-severity type vulnerabilities have been discovered by the scanner. A malicious user can exploit these
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vulnerabilities and compromise the backend database and/or deface your website.
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Alerts summary

© sQL injection

Classification

CVSS3

CVSS2

CWE
Affected items

/tahocrm/download

[tahocrm/faces/login/forgotPassword.jsp

[tahocrm/resources/images/welcome/

© Clickjacking: X-Frame-Options header

Classification

CVSS3

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N

Base Score: 10.0

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Changed
Confidentiality Impact: High
Integrity Impact: High
Availability Impact: None

Base Score: 6.8

Access Vector: Network _accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-89

Variation
1
1
1

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:.L/A:N

Base Score: 5.8

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Changed
Confidentiality Impact: None
Integrity Impact: Low
Availability Impact: None



CVSS2

CWE
Affected items
Web Server

Base Score: 4.3

Access Vector: Network _accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021

© Cookies with missing, inconsistent or contradictory properties

Classification

CVSS3

CVSS2

CWE
Affected items
Web Server

© Cookies without Secure flag set

Classification

Variation
1

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:N

Base Score: 0.0

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-284

Variation
1



CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N
Base Score: 3.1

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

CVSS3

Base Score: 2.6
Access Vector: Network _accessible
Access Complexity: High
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: None
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-614
Affected items Variation
Web Server 1

() HTTP Strict Transport Security (HSTS) not implemented

Classification

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

CVSS3

Base Score: 0.0
Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined



CWE
Affected items
Web Server

(0 TRACE method is enabled

Classification

CVSS3

CVSS2

CWE
Affected items
Web Server

@ Content Security Policy (CSP) not implemented

Classification

CVSS3

CWE-16

Variation
1

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:N

Base Score: 0.0

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-489

Variation
1

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N

Base Score: 0.0

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Changed
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None



CVSS2

CWE
Affected items
Web Server

@ Outdated JavaScript libraries

Classification

CVSS3

CVSS2

CWE
Affected items
Web Server

@ Permissions-Policy header not implemented

Classification

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021

Variation
1

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:N/I:N/A:N

Base Score: 0.0

Attack Vector: Network
Attack Complexity: High
Privileges Required: None
User Interaction: Required
Scope: Changed
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-937

Variation
1



CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

CVSS3

Base Score: 0.0
Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-1021
Affected items Variation
Web Server 1



Alerts details

© SQL injection

Severity High
Reported by module /Scripts/PerScheme/Sql_Injection.script
Description

SQL injection (SQLi) refers to an injection attack wherein an attacker can execute malicious SQL statements that control a
web application's database server.

Impact

An attacker can use SQL injection to bypass a web application's authentication and authorization mechanisms and retrieve
the contents of an entire database. SQLi can also be used to add, modify and delete records in a database, affecting data
integrity. Under the right circumstances, SQLi can also be used by an attacker to execute OS commands, which may then
be used to escalate an attack even further.

Recommendation

Use parameterized queries when dealing with SQL queries that contain user input. Parameterized queries allow the
database to understand which parts of the SQL query should be considered as user input, therefore solving SQL injection.

References

SQL Injection (SQL.i)_- Acunetix (https://www.acunetix.com/websitesecurity/sql-injection/)

SQL Injection Cheet Sheets - Pentestmonkey (http://pentestmonkey.net/category/cheat-sheet/sql-injection)

Affected items

Itahocrm/download

Verified vulnerability

Details

URL encoded GET input id was set to -5 OR 477=(SELECT 477 FROM PG_SLEEP(6))--

Tests performed:

« -5 OR 236=(SELECT 236 FROM PG_SLEEP(15))-- => 20.001
« -5 OR 44=(SELECT 44 FROM PG_SLEEP(6))-- => 20.001

« -5 OR 71=(SELECT 71 FROM PG_SLEEP(3))-- => 20.001

« -5 OR 318=(SELECT 318 FROM PG_SLEEP(15))-- => 20.02
« -5 OR 545=(SELECT 545 FROM PG_SLEEP(0))-- => 0.84

« -5 OR 822=(SELECT 822 FROM PG_SLEEP(0))-- => 0.845

« -5 OR 477=(SELECT 477 FROM PG_SLEEP(6))-- => 20.01

)_
)_

Original value: 3

Request headers


https://www.acunetix.com/websitesecurity/sql-injection/
https://www.acunetix.com/websitesecurity/sql-injection2/
https://www.acunetix.com/blog/articles/prevent-sql-injection-vulnerabilities-in-php-applications/
https://www.owasp.org/index.php/SQL_Injection
https://bobby-tables.com/
http://pentestmonkey.net/category/cheat-sheet/sql-injection

GET /tahocrm/download?filename=9a836c812fbed2b18c063¢c72996b8a32.pdf&id=-5%200R%20477=
(SELECT%ZO477%20FROM%20PG_SLEEP (6))-- HTTP/1.1

X-Requested-With: XMLHttpRequest

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6b638c8779d066b23ca66d3b08el

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

/tahocrm/faces/login/forgotPassword.jsp

Verified vulnerability

Details

HTTP Header input Referer was set to EQUWAT7rN') OR 421=(SELECT 421 FROM PG_SLEEP(6))--

Tests performed:

« WWVyHvm9') OR 151=(SELECT 151 FROM PG_SLEEP(15))-- => 20.004
« kgP670kS') OR 133=(SELECT 133 FROM PG_SLEEP(15))-- => 20.084
« 5Ru8WhXU') OR 565=(SELECT 565 FROM PG_SLEEP(6))-- => 20.015
« SQ8jCQIU") OR 949=(SELECT 949 FROM PG_SLEEP(0))-- => 0.868

« is2SD8NL') OR 365=(SELECT 365 FROM PG_SLEEP(3))-- => 19.999

« ZLAz1mAa') OR 752=(SELECT 752 FROM PG_SLEEP(0))-- => 0.869

« EJUWAT7rN') OR 421=(SELECT 421 FROM PG_SLEEP(6))-- => 20.049

Original value: https://www.google.com/search?hl=en&q=testing

Request headers
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GET /tahocrm/faces/login/forgotPassword.jsp HTTP/1.1
Referer: EdUwWA7rN') OR 421=(SELECT 421 FROM PG_SLEEP (6))--

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Gecko) Chrome/109.0.0.0 Safari/537.36

X-Requested-With: XMLHttpRequest

Cookie: JSESSIONID=7eed7601ca37f£66880b8e40a7741

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9=0.8
Accept-Encoding: gzip,deflate,br

Host: crm.tahoho.com.tw

Connection: Keep-alive

[tahocrm/resources/images/welcome/
Details
HTTP Header input Referer was set to RILsJUwV')) OR 321=(SELECT 321 FROM PG_SLEEP(6))--

Tests performed:

« WRdzX27m')) OR 368=(SELECT 368 FROM PG_SLEEP(15))-- => 20.032
« tg88rvUS')) OR 809=(SELECT 809 FROM PG_SLEEP(6))-- => 20.196

« BogUIG4F')) OR 538=(SELECT 538 FROM PG_SLEEP(3))-- => 20.006

« 5eEtXLFJ')) OR 585=(SELECT 585 FROM PG_SLEEP(15))-- => 20.153

« 91VKOabe')) OR 184=(SELECT 184 FROM PG_SLEEP(0))-- => 1.144

« c5mZte05')) OR 650=(SELECT 650 FROM PG_SLEEP(0))-- => 0.864

« RILsJUWV")) OR 321=(SELECT 321 FROM PG_SLEEP(6))-- => 20.097

Original value: https://www.google.com/search?hl=en&q=testing
Request headers

like
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GET /tahocrm/resources/images/welcome/ HTTP/1.1
Referer: RILsJUwV')) OR 321=(SELECT 321 FROM PG _SLEEP(6))--

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

X-Requested-With: XMLHttpRequest

Cookie: JSESSIONID=7a2413ab8182£f6443587b9%eball

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9=0.8
Accept-Encoding: gzip,deflate,br

Host: crm.tahoho.com.tw

Connection: Keep-alive

© Clickjacking: X-Frame-Options header

Severity Low
Reported by module /httpdata/X_Frame_Options_not_implemented.js
Description

Clickjacking (User Interface redress attack, Ul redress attack, Ul redressing) is a malicious technique of tricking a Web user
into clicking on something different from what the user perceives they are clicking on, thus potentially revealing confidential
information or taking control of their computer while clicking on seemingly innocuous web pages.

The server did not return an X-Frame-Options header with the value DENY or SAMEORIGIN, which means that this
website could be at risk of a clickjacking attack. The X-Frame-Options HTTP response header can be used to indicate

whether or not a browser should be allowed to render a page inside a frame or iframe. Sites can use this to avoid
clickjacking attacks, by ensuring that their content is not embedded into untrusted sites.

Impact
The impact depends on the affected web application.

Recommendation

Configure your web server to include an X-Frame-Options header and a CSP header with frame-ancestors directive.
Consult Web references for more information about the possible values for this header.

References

Clickjacking_(https://en.wikipedia.org/wiki/Clickjacking)
OWASP Clickjacking_(https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html)
Frame Buster Buster (https://stackoverflow.com/questions/958997 /frame-buster-buster-buster-code-needed)

Affected items

Web Server
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://en.wikipedia.org/wiki/Clickjacking
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed

Details

Paths without secure XFO header:

https://crm.tahoho.com.tw/tahocrm/faces/login/j_security check
https://crm.tahoho.com.tw/tahocrm/faces/ForgotPasswordServlet
https://crm.tahoho.com.tw/tahocrm/resources/images/welcome/
https://crm.tahoho.com.tw/
https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtml
https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.jsp
https://crm.tahoho.com.tw/tahocrm/faces/j_security_check
https://crm.tahoho.com.tw/index.html
https://crm.tahoho.com.tw/tahocrm/
https://crm.tahoho.com.tw/tahocrm/customer/
https://crm.tahoho.com.tw/tahocrm/include/
https://crm.tahoho.com.tw/tahocrm/login/
https://crm.tahoho.com.tw/tahocrm/report/
https://crm.tahoho.com.tw/tahocrm/templates/
https://crm.tahoho.com.tw/tahocrm/upload/
https://crm.tahoho.com.tw/tahocrm/resources/
https://crm.tahoho.com.tw/tahocrm/service/
https://crm.tahoho.com.tw/tahocrm/resources/images/
https://crm.tahoho.com.tw/tahocrm/resources/js/
https://crm.tahoho.com.tw/tahocrm/service/document/

https://crm.tahoho.com.tw/tahocrm/resources/css/

Request headers
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POST /tahocrm/faces/login/j security check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6063906960d5dec06£4£33549326

Content-Length: 81

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

J_password=u]H[ww6KrASF.x-F&Jj username=GRLpGpAG&loginButton=%E7%99%BB%20%E5%85%A5

© Cookies with missing, inconsistent or contradictory properties

Severity Low
Reported by module /RPA/Cookie_ Validator.js
Description

At least one of the following cookies properties causes the cookie to be invalid or incompatible with either a different
property of the same cookie, of with the environment the cookie is being used in. Although this is not a vulnerability in itself,
it will likely lead to unexpected behavior by the application, which in turn may cause secondary security issues.

Impact
Cookies will not be stored, or submitted, by web browsers.
Recommendation

Ensure that the cookies configuration complies with the applicable standards.

References

MDN | Set-Cookie (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie)

Cookies: HTTP State Management Mechanism (https://tools.ietf.org/html/draft-ietf-httpbis-rfc6265bis-05)
SamesSite Updates - The Chromium Projects (https://www.chromium.org/updates/same-site)
draft-west-first-party-cookies-07: Same-site Cookies (https://tools.ietf.org/html/draft-west-first-party-cookies-07)

Affected items

Web Server
Verified vulnerability

Details
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie
https://www.sjoerdlangkemper.nl/2017/02/09/cookie-prefixes/
https://tools.ietf.org/html/draft-ietf-httpbis-rfc6265bis-05
https://www.chromium.org/updates/same-site
https://tools.ietf.org/html/draft-west-first-party-cookies-07

List of cookies with missing, inconsistent or contradictory properties:

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtmi

Cookie was set with:

Set-Cookie: JSESSIONID=6b638c8779d066b23ca66d3b08el; Path=/tahocrm; HttpOnly

This cookie has the following issues:

- Cookie without SameSite attribute.

When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.jsp

Cookie was set with:

Set-Cookie: JSESSIONID=6b6367839144043d5445fa71d893; Path=/tahocrm; HttpOnly

This cookie has the following issues:

- Cookie without SameSite attribute.

When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://crm.tahoho.com.tw/tahocrm/faces/j_security_check

Cookie was set with:

Set-Cookie: JSESSIONID=6b63906960d5dec06f4£f33549326; Path=/tahocrm; HttpOnly

This cookie has the following issues:

- Cookie without SameSite attribute.

When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://crm.tahoho.com.tw/tahocrm/faces/welcome.xhtml

Cookie was set with:

Set-Cookie: JSESSIONID=74070270db9f0115f5327dc88fd9; Path=/tahocrm; HttpOnly

This cookie has the following issues:

- Cookie without SameSite attribute.

When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://crm.tahoho.com.tw/tahocrm/faces/login/j_security _check

Cookie was set with:

Set-Cookie: JSESSIONID=74071aea3b24flea563e0be9f741; Path=/tahocrm; HttpOnly

This cookie has the following issues:



- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://crm.tahoho.com.tw/tahocrm/faces/ForgotPasswordServlet

Cookie was set with:

Set-Cookie: JSESSIONID=7a2413ab8182f6443587b%ee5a0l; Path=/tahocrm; HttpOnly

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtmi

Cookie was set with:

Set-Cookie: JSESSIONID=7eed7601ca37f£66880b8e40a7741; Path=/tahocrm; HttpOnly

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

Request headers

GET /tahocrm/faces/login/forgotPassword.xhtml HTTP/1.1

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6b6367839144043d5445fa71d893

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

© Cookies without Secure flag set

Severity Low
Reported by module /RPA/Cookie_Without_Secure.js
Description

16



One or more cookies does not have the Secure flag set. When a cookie is set with the Secure flag, it instructs the browser
that the cookie can only be accessed over secure SSL/TLS channels. This is an important security protection for session
cookies.

Impact

Cookies could be sent over unencrypted channels.
Recommendation

If possible, you should set the Secure flag for these cookies.

Affected items

Web Server
Verified vulnerability
Details

Cookies without Secure flag set:

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtml

Set-Cookie: JSESSIONID=6b638c8779d066b23ca66d3b08el; Path=/tahocrm; HttpOnly

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.jsp

Set-Cookie: JSESSIONID=6b6367839144043d5445fa71d893; Path=/tahocrm; HttpOnly

« https://crm.tahoho.com.tw/tahocrm/faces/j_security_check

Set-Cookie: JSESSIONID=6b63906960d5dec06£4£33549326; Path=/tahocrm; HttpOnly

« https://crm.tahoho.com.tw/tahocrm/faces/welcome.xhtml

Set-Cookie: JSESSIONID=74070270db9f0115£5327dc88£d9; Path=/tahocrm; HttpOnly

« https://crm.tahoho.com.tw/tahocrm/faces/login/j_security check

Set-Cookie: JSESSIONID=74071aea3b24flea563e0be9f741; Path=/tahocrm; HttpOnly

« https://crm.tahoho.com.tw/tahocrm/faces/ForgotPasswordServlet

Set-Cookie: JSESSIONID=7a2413ab8182f6443587b%ee5a0l; Path=/tahocrm; HttpOnly

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtml

Set-Cookie: JSESSIONID=7eed7601ca37f£66880b8e40a7741; Path=/tahocrm; HttpOnly

17



Request headers

GET /tahocrm/faces/login/forgotPassword.xhtml HTTP/1.1

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6b6367839144043d5445fa71d893

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

© HTTP Strict Transport Security (HSTS) not implemented

Severity Low
Reported by module /httpdata/HSTS_not_implemented.js
Description

HTTP Strict Transport Security (HSTS) tells a browser that a web site is only accessable using HTTPS. It was detected that
your web application doesn't implement HTTP Strict Transport Security (HSTS) as the Strict Transport Security header is
missing from the response.

Impact
HSTS can be used to prevent and/or mitigate some types of man-in-the-middle (MitM) attacks
Recommendation

It's recommended to implement HTTP Strict Transport Security (HSTS) into your web application. Consult web references
for more information

References

hstspreload.org_(https://hstspreload.org/)
Strict-Transport-Security (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security)

Affected items

Web Server

Details
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URLs where HSTS is not enabled:

« https://crm.tahoho.com.tw/tahocrm/faces/login/j_security check
o https://crm.tahoho.com.tw/tahocrm/faces/ForgotPasswordServlet
« https://crm.tahoho.com.tw/tahocrm/resources/images/welcome/
e https://crm.tahoho.com.tw/

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtml
« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.jsp
« https://crm.tahoho.com.tw/tahocrm/faces/j_security_check

« https://crm.tahoho.com.tw/index.html

« https://crm.tahoho.com.tw/tahocrm/

o https://crm.tahoho.com.tw/tahocrm/customer/

e https://crm.tahoho.com.tw/tahocrm/include/

« https://crm.tahoho.com.tw/tahocrm/login/

« https://crm.tahoho.com.tw/tahocrm/report/

« https://crm.tahoho.com.tw/tahocrm/templates/

« https://crm.tahoho.com.tw/tahocrm/upload/

« https://crm.tahoho.com.tw/tahocrm/resources/

o https://crm.tahoho.com.tw/tahocrm/service/

o https://crm.tahoho.com.tw/tahocrm/resources/images/

« https://crm.tahoho.com.tw/tahocrm/resources/js/

« https://crm.tahoho.com.tw/tahocrm/service/document/

« https://crm.tahoho.com.tw/tahocrm/resources/css/

Request headers

POST /tahocrm/faces/login/j security check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6b63906960d5dec06£4£33549326

Content-Length: 81

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

J_password=u]H[ww6KrA9F.x-F&Jj username=GRLpGpAG&loginButton=%E7%99%BB%20%E5%85%A5

© TRACE method is enabled

Severity Low
Reported by module /Scripts/PerServer/Track_Trace_Server_Methods.script
Description
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HTTP TRACE method is enabled on this web server. In the presence of other cross-domain vulnerabilities in web
browsers, sensitive header information could be read from any domains that support the HTTP TRACE method.

Impact

Attackers may abuse HTTP TRACE functionality to gain access to information in HTTP headers such as cookies and
authentication data.

Recommendation
Disable TRACE Method on the web server.

References

W3C - RFC 2616 (http://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html)
US-CERT VU#867593 (https://www.kb.cert.org/vuls/id/867593/)
Cross-site tracing (XST)_(https://www.cgisecurity.com/lib/WH-WhitePaper XST_ebook.pdf)

Affected items

Web Server

Details

Request headers

TRACE /4J8MKvf3UA HTTP/1.1
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

© Content Security Policy (CSP) not implemented

Severity Informational
Reported by module /httpdata/CSP_not_implemented.js
Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks,
including Cross Site Scripting (XSS) and data injection attacks.

Content Security Policy (CSP) can be implemented by adding a Content-Security-Policy header. The value of this header
is a string containing the policy directives describing your Content Security Policy. To implement CSP, you should define
lists of allowed origins for the all of the types of resources that your site utilizes. For example, if you have a simple site that
needs to load scripts, stylesheets, and images hosted locally, as well as from the jQuery library from their CDN, the CSP
header could look like the following:
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Content-Security-Policy:
default-src 'self';

script-src 'self' https://code.jquery.com;

It was detected that your web application doesn't implement Content Security Policy (CSP) as the CSP header is missing
from the response. It's recommended to implement Content Security Policy (CSP) into your web application.

Impact

CSP can be used to prevent and/or mitigate attacks that involve content/code injection, such as cross-site scripting/XSS
attacks, attacks that require embedding a malicious resource, attacks that involve malicious use of iframes, such as
clickjacking attacks, and others.

Recommendation
It's recommended to implement Content Security Policy (CSP) into your web application. Configuring Content Security

Policy involves adding the Content-Security-Policy HTTP header to a web page and giving it values to control resources
the user agent is allowed to load for that page.

References

Content Security Policy (CSP)_(https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP)

Affected items

Web Server

Details
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https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

Paths without CSP header:

https://crm.tahoho.com.tw/tahocrm/faces/ForgotPasswordServlet
https://crm.tahoho.com.tw/tahocrm/resources/images/welcome/
https://crm.tahoho.com.tw/
https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtml
https://crm.tahoho.com.tw/tahocrm/faces/login/j_security check
https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.jsp
https://crm.tahoho.com.tw/tahocrm/faces/j_security_check
https://crm.tahoho.com.tw/index.html
https://crm.tahoho.com.tw/tahocrm/
https://crm.tahoho.com.tw/tahocrm/customer/
https://crm.tahoho.com.tw/tahocrm/include/
https://crm.tahoho.com.tw/tahocrm/login/
https://crm.tahoho.com.tw/tahocrm/report/
https://crm.tahoho.com.tw/tahocrm/templates/
https://crm.tahoho.com.tw/tahocrm/upload/
https://crm.tahoho.com.tw/tahocrm/resources/
https://crm.tahoho.com.tw/tahocrm/service/
https://crm.tahoho.com.tw/tahocrm/resources/images/
https://crm.tahoho.com.tw/tahocrm/resources/js/
https://crm.tahoho.com.tw/tahocrm/service/document/

https://crm.tahoho.com.tw/tahocrm/resources/css/

Request headers
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GET /tahocrm/faces/ForgotPasswordServlet HTTP/1.1

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6b63906960d5dec06£4£33549326

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

© Outdated JavaScript libraries

Severity Informational
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

You are using an outdated version of one or more JavaScript libraries. A more recent version is available. Although your
version was not found to be affected by any security vulnerabilities, it is recommended to keep libraries up to date.

Impact

Consult References for more information.

Recommendation

Upgrade to the latest version.

Affected items

Web Server

Details

« jQuery 3.5.1
o URL: https://crm.tahoho.com.tw/tahocrm/faces/login/j_security check
o Detection method: The library's name and version were determined based on its dynamic behavior.
o References:
= https://code.jquery.com/

Request headers
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POST /tahocrm/faces/login/j security check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6063906960d5dec06£4£33549326

Content-Length: 81

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

J_password=u]H[ww6KrAS9F.x-F&Jj username=GRLpGpAG&loginButton=%E7%99%BB%20%E5%85%A5

© Permissions-Policy header not implemented

Severity Informational
Reported by module /httpdata/permissions_policy.js
Description

The Permissions-Policy header allows developers to selectively enable and disable use of various browser features and
APlIs.

Impact
Recommendation

References

Permissions Policy (W3C)_(https://www.w3.0org/TR/permissions-policy-1/)

Affected items

Web Server

Details
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Locations without Permissions-Policy header:

« https://crm.tahoho.com.tw/tahocrm/faces/login/j_security check
« https://crm.tahoho.com.tw/tahocrm/faces/ForgotPasswordServlet
« https://crm.tahoho.com.tw/tahocrm/resources/images/welcome/
« https://crm.tahoho.com.tw/

« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtmi
« https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.jsp
« https://crm.tahoho.com.tw/tahocrm/faces/j_security _check

« https://crm.tahoho.com.tw/index.html

o https://crm.tahoho.com.tw/tahocrm/

o https://crm.tahoho.com.tw/tahocrm/customer/

« https://crm.tahoho.com.tw/tahocrm/include/

« https://crm.tahoho.com.tw/tahocrm/login/

« https://crm.tahoho.com.tw/tahocrm/report/

« https://crm.tahoho.com.tw/tahocrm/templates/

« https://crm.tahoho.com.tw/tahocrm/upload/

« https://crm.tahoho.com.tw/tahocrm/resources/

« https://crm.tahoho.com.tw/tahocrm/service/

« https://crm.tahoho.com.tw/tahocrm/resources/images/

« https://crm.tahoho.com.tw/tahocrm/resources/js/

« https://crm.tahoho.com.tw/tahocrm/service/document/

« https://crm.tahoho.com.tw/tahocrm/resources/css/

Request headers

POST /tahocrm/faces/login/j security check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Referer: https://crm.tahoho.com.tw/

Cookie: JSESSIONID=6b63906960d5dec06£4£33549326

Content-Length: 81

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Gecko) Chrome/109.0.0.0 Safari/537.36

Host: crm.tahoho.com.tw

Connection: Keep-alive

J_password=u]H[ww6KrA9F.x-F&Jj username=GRLpGpAG&loginButton=%E7%99%BB%20%E5%85%A5

like

25



Scanned items (coverage report)

https://crm.tahoho.com.tw/

https://crm.tahoho.com.tw/index.html
https://crm.tahoho.com.tw/tahocrm/
https://crm.tahoho.com.tw/tahocrm/customer/
https://crm.tahoho.com.tw/tahocrm/download
https://crm.tahoho.com.tw/tahocrm/faces/
https://crm.tahoho.com.tw/tahocrm/faces/ForgotPasswordServlet
https://crm.tahoho.com.tw/tahocrm/faces/j_security _check
https://crm.tahoho.com.tw/tahocrm/faces/javax.faces.resource/
https://crm.tahoho.com.tw/tahocrm/faces/javax.faces.resource/primefaces.css
https://crm.tahoho.com.tw/tahocrm/faces/javax.faces.resource/theme.css
https://crm.tahoho.com.tw/tahocrm/faces/login/
https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.jsp
https://crm.tahoho.com.tw/tahocrm/faces/login/forgotPassword.xhtmi
https://crm.tahoho.com.tw/tahocrm/faces/login/j_security_check
https://crm.tahoho.com.tw/tahocrm/faces/welcome.xhtml
https://crm.tahoho.com.tw/tahocrm/include/
https://crm.tahoho.com.tw/tahocrm/login/
https://crm.tahoho.com.tw/tahocrm/report/
https://crm.tahoho.com.tw/tahocrm/resources/
https://crm.tahoho.com.tw/tahocrm/resources/css/
https://crm.tahoho.com.tw/tahocrm/resources/css/style.css
https://crm.tahoho.com.tw/tahocrm/resources/images/
https://crm.tahoho.com.tw/tahocrm/resources/images/welcome/
https://crm.tahoho.com.tw/tahocrm/resources/js/
https://crm.tahoho.com.tw/tahocrm/resources/js/jquery-3.5.1.min.js
https://crm.tahoho.com.tw/tahocrm/service/
https://crm.tahoho.com.tw/tahocrm/service/document/
https://crm.tahoho.com.tw/tahocrm/service/document/list
https://crm.tahoho.com.tw/tahocrm/service/marquee/
https://crm.tahoho.com.tw/tahocrm/service/marquee/findbulletin
https://crm.tahoho.com.tw/tahocrm/service/marquee/findmarquee
https://crm.tahoho.com.tw/tahocrm/templates/
https://crm.tahoho.com.tw/tahocrm/upload/
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