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本次建置28台Fortigate 要由V7.2.5 昇版至 V7.4.2。
[bookmark: _Toc156913743]昇版時程
2024/01/17 12:00 (三)：上水(總處)FAZ、上水(總處)
2024/01/22 12:00 (一)：上水汐止、上水投肥、上水昆陽、上水松山、上水迪化、上水迪抽二辦、上水景美、上水新荘、上水獅子頭、新店焚化廠、達清、樹林焚化廠、八里焚化廠
2024/01/23 12:00 (二)：上水大樹、上水六堵、上水竹東、上水烏啤、上水墾丁、大發、仁武焚化廠、台中焚化廠、永康焚化廠、宜蘭焚化廠、鹿草焚化廠、達技、達清台南、嘉義焚化廠
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opadmin
Password: 
The system is going down NOW !!

Login incorrect

Taho-faz login: opadmin
Password: 
Taho-faz # [349704.655846] reboot: Restarting system
Press Del to Setup Utility                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   

FortiBootLoader
FortiAnalyzer-150G (13:42-04.20.2020)

Ver:00020011

Serial number:FAZ15GT223000096
Total RAM: 8192MB
Boot up, boot device capacity: 3825MB.
Press any key to display configuration menu...
..................

Reading boot image 5065422 bytes.
Initializing FortiAnalyzer...



The disk has not been checked for errors for 26 mounts.
You should run 'diag sys fsck harddisk'.
Creating swap: 23GB
Upgrading sample reports...Done.
Initializing postgres upgrade

Initialize file systems... 
Old version: v7.2.3-build1405 branchpt1405 230606 (GA)
New version: v7.4.2-build2397 branchpt2397 231220 (GA)
Upgrade database ... adom[21] dev[29] global[1]

Upgrading: Upgrade rtm db
Total 22 databases...
...upgrading progress is 4%, estimated remain time is 40s. (1/21 step1/2)
Database upgrade finished, using 0m22s
Upgrading report config from version:7, patch:3, branch point:1405
  Exporting existing config... (step 1/4)
    Exporting existing config took 2.774 seconds.
  Initializing default config... (step 2/4)
    Initializing default config took 70.244 seconds.
  Upgrading existing config... (step 3/4)
    Upgrading V7.2.2->V7.4.0...
    Upgrading V7.4.0->V7.4.1...
    Upgrading V7.4.1->V7.4.2...
    Upgrading existing config took 9.810 seconds.
  Importing upgraded config... (step 4/4)
    Importing upgraded config took 13.312 seconds.
Upgrading report config completed, took 97.157 seconds.
Total RAM 7G, CPU number 4, Set maximum concurrent Resync processes per CPU 4
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因啟用自動昇版時，昇版之後會自動重開機，因此將該功能Disabel。
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如需啟用( Enabel )該功能時，可由System  Firmware & Registration  Automatic patch upgrades disables  點選 “Enable automatic patch upgrades for v7.4”  OK
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設定完成後，日後有v7.4.X的Path就會自動更新。
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Hostname  ULPUHQ

Serialnumber FGTAOFTK2209HK9Q
Firmware  v7.42build2571 (Feature)
Mode NAT

Systemtime  2024/01/2216:23:34
Uptime 5d4h2m 235

WAN IP 60248474
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Q || % General SystemEvents - | | @ FortiAnalyzer | | ® 7days + | [ Details

Date/Time Level User Message A g Log Description

2024/01/17 12:23:58 Notice stitch:Firmware upgrade notification is triggered. Automation stitch triggered

2024/01/17 12:23:57 L L] Notice & system System patch-level auto-upgrade disabled. Automatic firmware upgrade schedule changed
2024/01/17 12:17:56 - Information Federated upgrade complete A federated upgrade was completed by the root Forti...
2024/01/17 12:17:56 L Information Federated upgrade complete A federated upgrade was completed
2024/01/17 12:17:56 EEEEEE | Alert Notification Configuration backed up to flash disk after system upgrading System configuration backed up alert
2024/01/17 12:17:56 Notice & system System patch-level auto-upgrade regular check enabled. Automatic firmware upgrade schedule changed
2024/01/17 12:19:11 Critical User rebooted the device from sfupgraded. The reason is ‘'upgrade firmware' Device rebooted

2024/01/17 12:19:11 Critical User restored the image from sfupgraded (v7.2.5,build 1517 -> v7.4.2,build2571) Image restored

2024/01/17 12:19:03 Critical User loaded an image from sfupgraded. The new image does have a valid RSA signature. Image loaded successfully

2024/01/17 12:17:56 L Information £ Acts Edit system.federated-upgrade Attribute configured
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Hostname  ULPU taufei
Serizl number FGT40FTK2209HKBF
Firmware  v7.42build2571 (Feature)
Mode NAT

Systemtime  2024/01/2212:25:44
Uptime 23m 255

WAN P 1181630188
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Date/Time Level User Message A g Log Description
2024/01/2212:13:56 - Notice stitch:Firmware upgrade notification is triggered. ‘Automation stitch triggered
2024/01/2212:13:55 - Notice = system System patch-level auto-upgrade disabled. Automatic firmware upgrade schedule changed
2024/01/22 12:00:18 Ll Critical User rebooted the device from sfupgraded. The reason is ‘'upgrade firmware' Device rebooted
2024/01/22 12:00:18 L Critical User restored the image from sfupgraded (v7.2.5,build 1517 -> v7.4.2,build2571) Image restored
2024/01/22 12:00:10 L Critical

User loaded an image from sfupgraded. The new image does have a valid RSA signature.

Image loaded successfully
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2024/01/2212:42:41 Notice stitch:Firmware upgrade notification is triggered. Automation stitch triggered
2024/01/22 12:42:40 L L] Notice & system System patch-level auto-upgrade disabled. Automatic firmware upgrade schedule changed
2024/01/22 12:03:57 L Information Federated upgrade complete Afederated upgrade was completed
2024/01/22 12:03:57 L Information Federated upgrade complete Afederated upgrade was completed by the root FortiGate
2024/01/22 12:03:57 N & system System patch-level auto-upgrade regular check enabled. Automatic firmware upgrade schedule changed
2024/01/22 12:00:17 Critical User rebooted the device from sfupgraded. The reason is 'upgrade firmware" Device rebooted
2024/01/22 12:00:17 Critical User restored the image from sfupgraded (v7.2.5,build1517 -> v7.4.2 build2571) Image restored
2024/01/22 12:00:10 Critical User loaded an image from sfupgraded. The new image does have a valid RSA signature. Image loaded successfully
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2024/01/22 12:45:35 - Notice stitch:Firmware upgrade notification is triggered. ‘Automation stitch triggered
2024/01/2212:45:34 - Notice system System patch-level auto-upgrade disabled. Automatic firmware upgrade schedule changed
2024/01/2212:03:31 L Information Federated upgrade complete Afederated upgrade was completed by the root FortiGate
2024/01/2212:03:31 L] Information Federated upgrade complete Afederated upgrade was completed
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2024/01/22 12:00:17 L Critical User restored the image from sfupgraded (v7.2.5,build 1517 -> v7.4.2,build2571) Image restored

2024/01/2212:00:10 mmmmm Critical User loaded an image from sfupgraded. The new image does have a valid RSA signature. Image loaded successfully
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2024/01/2212:48:07 - Notice stitchFirmware upgrade notification s triggered. Automation stitch triggered
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項次

預估時間

(Min)

項目 動作

 / 

指令

1 25

狀態檢查及備份

config

1.1 5

查看受管理設備的狀態

GUI:  Device Manager pane -->review the status

CLI: diagnose log device

紀錄昇版前設備狀態，用來和昇版後比對。

1.2 5

查看 FortiAnalyzer 系統資源，是否有異常

GUI:  System Settings -->  System Resources

檢查

Memory & CPU 

使用率是否過高。

1.3 15

備份設定檔和資料庫

備份：

GUI: System Settings --> Dashboard --> System Information--> System Configuration --> Backup



驗證備份檔案完整性：

GUI:  System Settings --> Event Log -->  Add Filter ( 

條件：

Description = Backup all settings ) 

找出

MD5 checksum 

和下載的備份檔做比

對。



WIN 1X 

比對

MD5 checksum

的方式：

certutil -hashfile (

檔案名稱

) md5  <-- 

會產生

checksum

2 55

昇版

2.1 20

昇版

GUI: System Settings --> Dashboard --> System Information --> Firmware Version --> Upgrade Firmware

           Firmware Upload --> 

選擇要上傳的軔體版本

 ( *.out )  --> Open --> OK



FortiAnalyze 

設備將進行昇版，升級至指定韌體版本，然後重新啟動。此過程需要幾分鐘。

2.2 10

檢查FortiAnalyzer ( Console )

Cosole: 檢查是否有Error產生，範本如下：

 Serial number:FAZ-VM0000000001



Upgrading geography IP data...Done.



2.3 10

檢查FortiAnalyzer ( Event Log )

GUI: Log & Report --> System Events

2.5 15

如無異常

V7.4.2 Config 備份

備份：

GUI: System Settings --> Dashboard --> System Information--> System Configuration --> Backup



驗證備份檔案完整性：

GUI:  System Settings --> Event Log -->  Add Filter ( 

條件：

Description = Backup all settings ) 

找出

MD5 checksum 

和下載的備份檔做比

對。



WIN 1X 

比對

MD5 checksum

的方式：

certutil -hashfile (

檔案名稱

) md5  <-- 

會產生

checksum

3 5

作業結束

3.1 5

記錄完成站台名稱及時間

4 50

還原至V7.2.4

4.1 5

降版

GUI: System Settings --> Dashboard --> System Information --> Firmware Version --> Upgrade Firmware

           Firmware Upload --> 

選擇要上傳的軔體版本

 ( *.out )  --> Open --> OK



FortiAnalyze 

設備將進行昇版，降級至指定韌體版本，然後重新啟動。此過程需要幾分鐘。

4.2 10

V7.2.4 Config 還原

GUI: 

下拉右上角使用者選單

--> Configuration --> Restore

           File Upload 

選擇欲還原的設定

 --> OK

4.3 10

檢查FortiAnalyzer ( Console )

Cosole: 檢查是否有Error產生，範本如下：

 Serial number:FAZ-VM0000000001



Upgrading geography IP data...Done.



4.4 10

檢查FortiAnalyzer ( Event Log )

GUI: Log & Report --> System Events

4.5 15

如無異常

V7.4.2 Config 備份

備份：

GUI: System Settings --> Dashboard --> System Information--> System Configuration --> Backup



驗證備份檔案完整性：

GUI:  System Settings --> Event Log -->  Add Filter ( 

條件：

Description = Backup all settings ) 

找出

MD5 checksum 

和下載的備份檔做比

對。



WIN 1X 

比對

MD5 checksum

的方式：

certutil -hashfile (

檔案名稱

) md5  <-- 

會產生

checksum
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2024/01/2312:03:26 - Information Federated upgrade complete Afederated upgrade was completed by the root FortiGate
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2024/01/23 12:00:17 L Critical User restored the image from sfupgraded (v7.2.5,build 1517 -> v7.4.2,build2571) Image restored

2024/01/23 12:00:10 Ll Critical User loaded an image from sfupgraded. The new image does have a valid RSA signature. Image loaded successfully
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Log Description
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項次

預估時間

(Min)

項目 動作

 / 

指令

1 30

狀態檢查及備份

config

1.1 3

確認Dashboard --> Status 是否有異常

GUI: Dashboard --> Status

1.2 3

確認Dashboard -->Network 是否有異常

GUI: Dashboard --> Network

1.3 14

確認

Log & Report --> System Events  

是否有異常

Log

GUI: Log & Report --> System Events

1.4 10

V7.2.5 Config 備份

GUI: 

下拉右上角使用者選單

--> Configuration --> Backup

Backup to Local PC

File Format FortiOS

Encryption :Disable

--> OK

2 45

昇版

2.1 15

昇版

GUI: System --> Fabric Management --> Fabric Upgrade --> All Upgrade 

選

7.4.2 --> Next

          

視需求選擇昇版時程：

 Immediate 

為即時，

Custom

則可選定昇版時間，選擇好之後

-->Next

           

確認設定無誤時

 --> Confirm and Backup Config --> Confirm --> Continue



FortiGate 

設備將進行昇版，下載指定版本韌體，升級至指定韌體版本，然後重新啟動。此過程需要幾分

鐘。

2.2 3

確認Dashboard --> Status 是否有異常

GUI: Dashboard --> Status

2.3 3

確認Dashboard -->Network 是否有異常

GUI: Dashboard --> Network

2.4 14

確認

Log & Report --> System Events  

是否有異常

Log

GUI: Log & Report --> System Events

2.5 10

如無異常

V7.4.2 Config 備份

GUI: 

下拉右上角使用者選單

--> Configuration --> Backup

Backup to Local PC

File Format FortiOS

Encryption :Disable

--> OK

3 5

作業結束

3.1 5

記錄完成站台名稱及時間

4 40

還原至V7.2.5

4.1 5

降版

GUI: System --> Fabric Management --> Fabric Upgrade --> All Downgrade 選7.2.5 --> Next

          

視需求選擇降版時程：

 Immediate 

為即時，

Custom

則可選定降版時間，選擇好之後

-->Next

           

確認設定無誤時

 --> Confirm and Backup Config --> Confirm --> Continue



FortiGate 

設備將進行降版，下載指定版本韌體，降級至指定韌體版本，然後重新啟動。此過程需要幾分

鐘。

4.2 10

V7.2.5 Config 還原

GUI: 

下拉右上角使用者選單

--> Configuration --> Restore

           File Upload 

選擇欲還原的設定

 --> OK

4.3 5

確認Dashboard --> Status 是否有異常

GUI: Dashboard --> Status

4.4 5

確認Dashboard -->Network 是否有異常

GUI: Dashboard --> Network

4.5 15

確認

Log & Report --> System Events  

是否有異常

Log

GUI: Log & Report --> System Events
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